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ARTICLE INFO ABSTRACT 

The use of computer networks for data transmissions has 
created the need of security. The security of this interactive 
media information can be done with encryption or data hiding 
algorithms. To decrease the transmission time, the data 
compression is necessary. Since few years, a problem is to try to 
combine compression, encryption and data hiding in a single 
step. Image security becomes increasingly important for many 
applications, e.g., confidential transmission, video surveillance, 
military and medical applications. Nowadays, the transmission 
of images is a daily routine and it is necessary to find an 
efficient way to transmit them over networks. They send Secret 
message over channel using Cryptography and Steganography 
algorithms by AES (Advanced Encryption Standard). It is used 
to encrypt the data from plain text to cipher text vice versa. 
There are two types of keys available in the cryptography, 
symmetric and asymmetric. There are using symmetric key 
which is divided into two key such as private and public key. 
Public key is used for encryption and private key is used for 
decryption. The reversible data hiding technique is used to 
retrieve the data and image separately and securely. By using 
three types of keys it is more secure than other techniques. 
Steganography is the technique which is used in cryptography 
for more secure purpose. They are using local host path for data 
transmission. 
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INTRODUCTION 

It propose a novel method by reserving room before encryption with a traditional 
RDH algorithm, and thus it is easy for the data hider to reversibly embed data in the 
encrypted image. The proposed method can achieve real reversibility, that is, data 
extraction and image recovery are free of any error. “Reserve room before encryption”, we 
first empty out room by embedding LSBs of some pixels into other pixels with a traditional 
Stegno method and then encrypt the image, so the positions of these LSBs in the encrypted 
image can be used to embed data. Not only does the proposed method separate data 
extraction from image decryption but also achieves excellent performance. Reversible data 
hiding (RDH) in images is a technique, by which the original cover can be loss less 
recovered after the embedded message is extracted. This important technique is widely used 
in medical imagery, military imagery and law forensics, where no distortion of the original 
cover is allowed. Since first introduced, RDH has attracted considerable research interest. 
In practical aspect, many Stegno techniques have emerged in recent years. Constructed a 
general framework for RDH. By first extracting compressible features of original cover and 
then compressing them loss less, spare space can be saved for embedding auxiliary data. A 
more popular method is based on difference expansion (DE), in which the difference of each 
pixel group is expanded, e.g., multiplied by 2, and thus the least significant bits (LSBs) of 
the difference are all-zero and can be used for embedding messages. Another promising 
strategy for RDH is histogram shift (HS), in which space is saved for data embedding by 
shifting the bins of histogram of gray values. The state-of-art methods usually combined DE 
or HS to residuals of the image, e.g., the predicted errors, to achieve better performance. 
With regard to providing confidentiality for images, encryption is an effective and popular 
means as it converts the original and meaningful content to incomprehensible one. 
Although few RDH techniques in encrypted images have been published yet, there are some 
promising applications if RDH can be applied to encrypted images. In, advocated a 
reputation-based trust-management scheme enhanced with data coloring (a way of 
embedding data into covers) and software watermarking, in which data encryption and 
coloring offer possibilities for upholding the content owner’s privacy and data integrity. 
Obviously, the cloud service provider has no right to introduce permanent distortion during 
data coloring into encrypted data. 

1.1 Stegnography: 

Substitution methods substitute 
redundant parts of a cover with a secret 
message spatial domain. It is more robust as it 
is integrated with an Advanced Encryption 
Standard (AES). 

1.2 AES Algorithm: 

An advanced Encryption standard is a 
symmetric-key encryption standard. It is fast in 
both hardware and software. Fixed block size is 
128, 192, 256 bits. Substitution permutation is used. The cipher is specified as a number of 
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Fig. 1.1: Stegno Function 
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repetition of transformation rounds that convert the input plaintext into the final output of 
ciphertext. 1. Key Expansion, 2. Initial Round, 3. Round (sub bytes, shift rows, mix 
columns), and 4. Final Round (no mix columns) 



1.3 RDH: 

Reversible data hiding can be defined as an approach where the data is hidden in 
the host media that may be a cover image. A reversible data hiding is an algorithm, which 
can recover the original image lossless after the data have been extracted. 

Fig 1.3: RDH Technique 
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Transmission of Image over 
secure channel 


MODULES DESCRIPTIONS 

❖ User Management 

❖ Encryption 

■ Encrypt Image 

■ Embed Data 

■ Decryption 

❖ Decrypt Image 

■ De-embed Data 

■ Decrypt image and de-embed data 

EXPERIMENTAL RESULT 

To create Database and store all the data, it can be registered to design the 
database. 
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3.1 User Management: 

User can create account by registering into the server. A user can log in to obtain 
access and can then log out or log off, when the access is no longer needed. 



3.2 Encryption: 

3.2.1 Encrypt Image: 

The input image is encrypted using an encryption key before the compression of 
image. By which can an image is restricted to view from the unauthorised user access. 

Fig 3.1.1 : encrypt image 
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3.2.2 Encrypt Data: 

The Secret data can be embedded using data encryption key. The encrypted data 
can be sending to channel for authentication. 

Fig 3.1.2: Encrypt Data 



3.2.3 Embed Data: 

In the image the data is embedded after compressing the image by using appropriate 
technique. The message is embed in to the picture utilizing information covering up key. 





Message hidden successfully 




Fig 3.1.3(a) display hidden message 


Fig 3.1.3 hiding the data into image 


3.3 Decryption: 

Fig 3.2 : Select the Encrypt Image 
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3.3.1 Decrypt Image: 

The image is decrypted using the encryption key used for encryption of the image. By 
using the encryption key a user can only access to the image Content. 

Fig 3.2.1: Decrypt Image 



3.3.2 De-embed Data: 

The data is extracted using the data hiding key used for the hiding the data into the 
image. By using the data hiding a user can access only to the data within the encrypted 
image. 

Fig 3.2.2: Decrypted Data 



3.4 Decrypt image and de-embed data: 

A user who has the both encryption key and data hiding key can access to the image 
and to the data hidden within the image both. 

Fig 3.3: Original Data 
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CONCLUSION 

A novel scheme for separable reversible data hiding in encrypted image is proposed, 
which consists of image encryption, data embedding and data-extraction/image-recovery 
phases. In the first phase, the content owner encrypts the original uncompressed image 
using an encryption key. Although a data-hider does not know the original content, he can 
compress the least significant bits of the encrypted image using a data-hiding key to create 
a sparse space to accommodate the additional data. With an encrypted image containing 
additional data, the receiver may extract the additional data using only the data-hiding key, 
or obtain an image similar to the original one using only the encryption key. When the 
receiver has both of the keys, he can extract the additional data and recover the original 
content without any error by exploiting the spatial correlation in natural image if the 
amount of additional data is not too large. 
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